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what it means for requirements engineering to be successfully completed.
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FOUR DARK CORNERS OF REQUIREMENTS ENGINEERING

1. Introduction

There was d&ime when the epigram "requirements say what the system will do and not how it will do it"
summarized all of requirements engineerifignattime is long pastResearctin requirements engineering has now
produced a body of knowledge includitgrminology, methods, languages, tools, and issues acknowledged to be
critical.

Despite this progress, we have identified four areas in whiglioundation of the discipline seems weak or
obscure. Thigpaper attempts to shine some light in these dark corners, exposing the problems and proposing some
solutions. Waeare led to these conclusions:

(1) All the terminology used in requirements engineering should be grounded in theafedléyenvironment
for which a machinkis to be built.

(2) It is not necessary or desiralite describe (however abstractly) the machine to be bRi#ither,the
environment is described in two ways: as it would be without or in spite of the machinas arelhope it will
become because of the machine.

(3) Assuming that formal descriptiofgcus on actions, it is essential to identify which actions are controlled
by theenvironment, which actions are controlled by the machine, and which actions of the environment are shared
with the machine.All types of actions are relevant to requirements engineamtymight need to be described or
constrained formally.If formal descriptions focus on states, then the same basic principles apply in a slightly

different form.

Throughout this paper we use "system" only to refea general artifact that might have both manual and automatic components, such as an
"airline-reservation system.¥Whenevemwe are referring to the computer-based artifact that is the target of safsv@lepment, we use the more
precise term "machine.”



(4) The primary role of domaifknowledge in requirements engineering is in supporting refinement of
requirements to implementable specificatiorGorrect specifications, in conjunction with appropriate domain
knowledge, imply the satisfaction of the requirements.

The four areas of inquiry have not been chosen randofhbgetherthey explain the precise nature of
requirements, specifications, and domain knowledge, as well as the precise nature of the relationshifreamong
They establish minimum standards for what informasbould be represented in a requirements languabey
also make it possible to determine exactly whatéans for requirements engineering to be successfully completed.
The final section of the paper summarizeese recommendations and elaborates how they can be applied to the
wide range of systems and needs served by requirements engineering.

The purpose of this paper is not to promote any particular notation, method, atiliolelss to propose new
ones. ltspurposes are to clarify the nature of requirements engineering, to show the importance of certain
information that is often absent or implicit, and to solve some persistent foundational problersaesults carbe
used to evaluate and improve current and future approaches to requirements engineering.

This work is limited to thdformal aspects of requirements engineerifigdoes not cover the sociological
aspects of requirement engineering, such as how to communicate with customers or resolve their conflicts.

There are many additional motivatioaad ramifications not covered in this paper [Jackson 8&hough
this paper uses many brigfid partial examples, the same ideas have also been used to work through a complete case
study [Jackson & Zave 95]In this paper the ideas are more fully related to ongoing research in requirements

engineering.

2. Groundingformal representations in reality

Any formal representation uses primitive terms with imhierent formal meaning.In requirements
engineering, the meaning of these tetias in the real world, and the validity of any formal assertion relies on it.
Here is a hypothetical dialogusetween two requirements engineers working on an information system for a
university:

Able: Two important basic types astudentand course. There is also a binary relati@nrolled. If
types and relations are formalized as predicates, then



Os Oc (enrolled(s,cl] student(s)] course(c)).

Baker: Doonly students enroll in coursed?on’t think that's true.

Able: Butthat's what | mean bgtudent
If a student is a person who is enrolieda course at this university, then Able’s assertion is nearly vacubas.
student is a person who has matriculated at the university and not yet graduated or withérawhle’s assertion
is a strong constraint on who can take courses at the university.

The only way to establish the meaningaoprimitive term is to provide an informal explanation ofThis
explanation must be clear apdecise, it must be written down, and it must be maintained as an essential part of the
requirements documentatioliVe call such an explanation a "designatién.”

It is well known that pinning down the real-world meaning of a primitive termbeaextremely difficub—it
can be fraught with subtleties and ambiguitiEseryonewith experience in requirements engineering has, in some
situation, used a term freely for a long time befoo#icing that its meaning is unclearet very few requirements
methods address this problem by enforcing the presence of a designation for every primitive term.

A notable exception is the A-7 methoth an early versiofHeninger 80, Parnas & Clements 86], for every
input or output datéem a form must be filled out, and the form requires a "description" entry which is a designation
of the data item.A later version [Parnas & Madey 95, van Schouwen et al. 92] says that "the association between
the physical quantities of intereshd their mathematical representations must be carefully defined," and claims to
have demonstrated th&he use of prose in specificatierg major source of ambiguity and imprecisiecan be
limited to the environmental-quantity descriptions only."

Another good example is thextual convention for Z recommended by Wordsworth [Wordsworth 1992].
Each schema has text preceding it to explain (designate) the variables declared itext fatidwing it to explain
(paraphrase) the assertions made about those variables.

The remainder of thisection points out additional benefits of the use of designatibhs.examples show
how designations provide new perspectives on old problems, and answer some not-so-obvious questions.

The difference between assertion and definitibhe difference betweenssertion and definition is well

2 In logic, a designation is called an "interpretatiokVe avoid theword "interpretation” because it is highly overloaded in computihglso
carries the unfortunate connotation that the logic is real and important, whileoenegpondence it might have to the world is casual and
incidental.



known [Brachman et al. 83However.the concept of a designation provides a slightly new perspective on it.
The assertion:
Os (student(s)- [k enrolled(s,c))
presupposes a designation sifident(perhaps as a person who has matriculatethatuniversity and not yet
graduated or withdrawn) and a designatioreonfolled The assertion constrains the real world by expressing
relationship between two real-world phenometiamight be true or false, and should be validated beforaugasl.
The definition:
student(s)d:ef [k enrolled(s,c)
precludes a designatiai student It extends the formal vocabulary without constraining the real world in any way.
It might be useless or misleading, but it cannot be false.

In some logical systenthe assertion and the definition would be considered equivalent, and in most logical
systems the same inferencesuld be made from both of thenThey are different because of designations; if
designations are ignored then there is no real difference between them.

Goal regress:Requirements engineering is about satisfying goals [Dardenne &8Jal.But goals by
themselves do not make a good starting point for requirements engine€drgge why, consider project to
develop a computer-controlled turnstile guarding the entrance to a zoo [Jackson & Zave 95].

If the engineers are told that the goal of #Bystem is to deny entrance to people who haven't paid the
admission charge, they may decide that the goal has been stated too nalsaitlthe real goal teensure the
profitability of the zoo?Shouldthey consider other ways of improvipgofits, such as cutting costs? What if there
is more money to be made by closing #o® and selling the landAnd what is the goal of profit? If the goal of
profit is the happiness of the zoo owner, would religion or devotidandy be more effectiveObviouslythere is
something wrong hereAlmostevery goal is a subgoal with some higher purp@&eth engineering and religion are
concerned with goal satisfaction; what distinguishes them is their subject matter.

The engineers should be told, in addititn the goal, that the subject matter is the zoo entraités
information should take the form of designationspbEnomena observable at the zoo entrance, such as visitors,
coins, and the action of entering the zobhesedesignations circumscribe the area in which alternative goal-

satisfaction strategies can be considered, at the samehi@inthey provide the basis for formal representation of



requirements.

Identity: The concept of identity is known tbe an important aspect of formal representation schemes
[Khoshafian & Copeland 90].But formal notions ofidentity and distinguishability are useless if they do not
correspond reliably to the real worlfesignationielp pin down their real-world meanings.

Consider, for example, a specification of a bounded buffeemmporal logic [Wing 90]. This particular
specification includes the constraint that for each messagerrently placed on the input channel and for each
previously placed message’, m and m’ are not identical. Wing's discussion says, "This property is . . . an
assumption of the environmenithis assumption is essential to the validity of the specification."

Since the termmessagds ambiguousijt is not clear what this assumption means or how to satisfif it.
messageefers to the message content, then the samgatigrn cannot be transmitted twic€his interpretation
seems stronger than intended or necessary, but without a designation there is no way to rule it out.

A good designation of the termessagenight include information about message creation and usage:

A process calls the procedusend-msg for the purposef transmitting data to some other proceAs.
message is the result of a particular caiémd-msg, and contains the data to be transmitted.

Now it is clear that each call teend-msg creates a distinct message, regardless of confemthermorejf a call
to send-msg includes placing the message on the input channel of the bounded buffer, then the buffer's messages

mandm’ are guaranteed to be distinct because each is inevitably the result of a distinct call.

3. Implementatiomias

Requirements are supposed to describe what the desired machine does, not how itMaoespitecisely,
requirements arsupposed to describe what is observable at the interface between the environment and the machine,
and nothing else about the machifi@ say anything else about the machine is regarded as implementation bias.

State is used frequently in specifications and specification languagey. few machines are simple or
specialized enough to be specified entirely without stitdés causes a problem: specifying a machine in tesms
its states appears to introduce serious implementation bias, bésatates are internal and not directly observable
at the interface between the machine and its environment.

The next subsection reviews some previousitgposed solutions to this problenThen we propose a



completely different way of looking aequirements specification that eliminates the problem altogefehird

subsection expands on the differences and their consequences.

3.1. Previousapproaches to the problem

Property-oriented specification techniques [Wing 98¢k to avoid the use of explicit internal state by stating
the minimal constraints on the machine state in the form of asserfdgsbraicand axiomatic techniques atee
major techniques in this categoryespiteeloquent justifications of this approach [Liskov Alles 75], many
people consider it difficult to use, and model-oriented techniques are gaining in popularity.

Model-oriented specification techniques represémd system state as abstractly as possible, using
mathematical structuresich as sets, relations, and tupl@usmodel-oriented specifications run a greater risk of
implementation biasIn attempting to escape this dilemma, Jones defines implementation bias as follows [Jones
90]:

A model-oriented specification is based on an underlying set of Staesnodel is biased (with respect

to a given set of operations) if there exist different elementhefset of states which cannot be

distinguished by any sequence of operations.

For example, a telephorssvitch may allow a subscriber to enter telephone numbers from which he is pretected
calls to the subscriber from those numbers will nottgough. If the telephone numbers blocked by a subscriber
appear only in this requirement, then representing them as a set would be unbiased bydéafinggs.
Representing them as a list would be biased by the same definition, because a liscambaild ordering
information that could not be observed by using any machine function.

Jones’s recommendation is to use only states that are unbiadesl definition. But trouble arises because
the definition iswith respect to a giveset of operationsFor real machines, the requirements change and expand
frequently. Itis possible that a new function will be required of the telephone switch, allowisgliBeriber to play
back his blocked numbers in the order entergfler this change, a set representation will be inadequate st
will be necessary.Thus Jones’s recommendation brings freedom from implementation bias into conflict with
maintainability.

Lamport’s solutionto the problem of implementation bias focuses on the exact relationship between the

specification and an implementation that satisfigeamport 89]. In his method, the machine has @amspecified



state spac& Eachstate componert; used in the specification is actually a functgn S - V; from the state
space to a set of valugs.

The formal meaning of any specification is a temporal-logic fornmulahich the state componerts are
existentially quantified variablesThe specification issatisfied by any implemented machine with any state space
whatsoever, provided that there exist function®n the state space that satisfy the temporal-logic formilite
specification doesiot bias the implementation because a "specification stai€'s)(,c,(S),...,Ch(S)) can look
completely different from an "implementation stasé? S,

Also note that, sincéhec; can be many-to-one functions, many implementation states can map to the same
specification stateThis accommodates the realistic situation in which a single specification action is implemented

by dozens or even thousands of separate implementation actions.

3.2. Requirementsxist only in the environment

A portion of the real world becomes the "environment” of a development project because its current behavior
is unsatisfactory in someay. The developers propose to build a computer-based machine and connect it to the
existing environment in such a way that the behavior ofethéronment becomes satisfactor&lthough we are
accustomed to think of machine inputs and outputs, it is important to realize that those inputs and outputs are
phenomenan the environmentlIf they were not part of the environment, then they cooldpossibly connect the
machine to the environment, or affect the behavior of the environment.

From this perspectivall statements made in the course of requirements engineeristhtements about the
environment. Theprimary distinction necessary for requirements engineering is captured by two grammatical
moods. Statemenis the "indicative" mood describine environment as it is in the absence of the machine or
regardless of the actions of the machine; these statements are ofteriasaledptions” or "domain knowledge."
Statements irthe "optative” mood describe the environment as we would like it to be, and as we hope it will be
when the machine is connected to the environm@mpttativestatements are commontglled "requirements.The
ability to describe the environment in the optative mood makes it unnecessary to describe the machine.

This perspective avoids the problem of implementation bias becaustatements are madebout the

proposed machineThe specification state is not a descriptifrthe state of the machine, but rather a description of



the state of the environment.he specification might be compromised by poor designations or invalid indicative
statements, but it cannot overconstrain the implementation.

Some of our examples are given in Gries and Schneider’s equational logic [Gries & Schneidém@2ind
temporal properties are encoded in logic as follows [Zave & Jackson 93].

We assume that actions are atomic and sequefidy are represented by distinct individuakisfying the
predicateaction(a) Thebinary predicatearlier(a;,a,) establishes a nondense total order (with an initial member)
on actions.

Because the action sequence is hondense;amepostulate a uniquyeusebetween each adjacent pair of
actions during which thetate has changed in response to the first action, cannot change again until the next action,
and can be observedlhesepauses aréormalized as individuals satisfying the predicpsuse(p) begins(a,p)
means that actioa begins pause, i.e., precedes it immediately in the temporal sequernds(a,p)means that
actiona ends pausp, i.e., succeeds it immediately in the temporal sequence.

Note that a specifiearlier predicate, a specifibeginspredicate, and apecificendspredicate combine to
represent a single behavior or trade. other words, each model that satisfiee specification represents one
behavior that satisfies the specificatidBecausemost specificationare satisfied by many behaviors, they are also
satisfied by many different models.

As a simple example of indicative and optative properties, consider a single-customer leankiogment
with designations of three actidgipes:deposit(a,m)means that is an action in which amoumn is deposited,
withdrawal-request(a,mmeans thata is an action in which awithdrawal of amountm is requested, and
withdrawal-payout(a,m)neans that is an action in which amoumh is paid out as a withdrawaDepositsand
withdrawal requests are performed by the customer, while withdrawal pagmutperformed by the machine
(control of actions will be discussed in detail in the next section).

The current account balance is part of the state of the envirorstésta legal debbwed by the bank to the
customer. Formallybalance(b,pmeans that duringausep the balance is amouht An indicative property of this
environment is that, at anime, the balance is equal to the sum of the amounts of all the previous deposits, minus
the sum of the amounts of all the previous withdrawal payouts:

(O b,pO: balance(b,pE
(b = (+m DO(Ca U: deposit(a,m)J earlier(a,p)): m) - (+m 0(Ca 0: withdrawal-payout(a,m)] earlier(a,p)): m)) )



This property uses the uniform quantification of equational logic, in which
(*i OR(): P(i))
denotes the accumulation of valueg), using operato, over all values for which predicateR(i) holds. The
"accumulation” ofl] is a conjunctionthe "accumulation" oflis a disjunction, and the "accumulation" of + is an
arithmetic sum.We have also extendeghrlier to cover pauses as well as actions.
An important optative property of this environment is thatithdrawal request leads to a withdrawal payout,
provided that the requested amount does not exceed the current balance:

(O a,m,p,bOwithdrawal-request(a,m) ends(a,p) balance(b,p)db > m:
(O’ O: withdrawal-payout(a’,m)Iearlier(a,a’)) )

A requirementsnethod should provide for specification of both indicative and optative properties, and make a clear
distinction between themkor example, theecent version of the A-7 method [Parnas & Madey 95, van Schouwen
et al. 92] features two relatio®¢AT and REQ NAT documents the constraints on the values of environmental
guantities imposed by nature and previously installed systems; it is in the indioatide REQdocuments further

constraints on the environmental quantities to be imposed by the machine; it is in the optative mood.

3.3. Consequences

The idea that aequirements specification should include a model of the environment has been familiar since
the early 80s [Balze% Goldman 79, Jackson 78, Jackson 83, Lehman 80, ZaveT®2he best of our knowledge,
we are the first to propose that requirements should camp#tiing butinformation about the environment.

The proposed shift in perspective might not seem to make much diffefeacexamplewe have mentioned
two properties of the banking system: the balance is the sum of the deposits minus tifettseirwithdrawal
payouts, and a withdrawal request letla withdrawal payout if the balance is large enouife have said that the
first property is indicative, the seconddptative, and the balance is part of the environment sBaethe formal
representations of these properties would fit equally well into a more conventional setting irthehliiiance is
considered to be machine state, and both properties describe requirements on the machine.

One consequence of the difference concerns the popular subject of "domain knowledge" [Iscoe Jarké 91,
et al. 92]. If specification state is considered to be machine state, thenotilem of implementation bias forces the

specification to be minimatthere must be nothing that is not necessary to carry out the currently proposed machine
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functions. Wherspecificationstate is understood to be environment state, however, then we are free to collect and
record interesting information about the environment ewefiore we are sure it will be needethis freedom is

clearly necessary for collecting libraries of reusable information about important portions of tertdalGiven

the thin spread of domain knowledge [Curtis et al. 88], any true and relevant indicative statement is a contribution.

Another consequence of ttiifference concerns designation®bviously, an implemented machine often
maintains internal state that mimics the current environment stdte imitation is usually imperfect, however,
because there may be delay, errors, and factors in the real world that the machine does not know about.

For example, an inventory-control machine for a warehouse gets repogseofeand ship actions, each
having abin and quantity attribute. From these reports the machine maintainatamal model of the contents of
the warehouseHowever,due totheft, breakage, mishandling, update delays, clerical errors, and other misfortunes,
it is extremely likely that the quantity actually present in a warehouse bin at a particular timexaatlytthe same
as the quantity indicated by the machine’s model.

Section 5discusses how errors and unknown factors can be managed (Bubenko has treated the subject of
update delays [Bubenko 83]Jn the meantimewe can point out that components of the machine state cannot be
designated. Designatiomsfer to the real world, antthe machine state may have no direct correspondence to the
real world.

In practice, effective specification usually requineany auxiliary terms that would be awkward to designate,
and that may correspond more closely to the eventual machine statetigmated termsThesecan always be
introduced andgrounded in reality by defining them using designated terf. example, if needed for the
requirements of the inventory-control machine, éxpected-quantity-in-bican be defined using the designated
termsreceive(a,s,h)meaningthata is an action in which quantity for bin b is received by the warehouse, and
ship(a,s,b) meaning tha& is an action in which quantityfrom binb is shipped from the warehouse:

expected-quantity-in-bin(q,p,ﬂ‘ff
(q = (+s O(Ca O: receive(a,s,b)l earlier(a,p)): s) — (+s O(Ca O: ship(a,s,b)]earlier(a,p)): s) )

4, Controlof actions

In requirements engineering vege always concerned with two actors or ageth& environment and the
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machine. Inany situation with two or more agents, it is always of primary importance to understand issues of
control. If a requirements langua@e method is deficient in representation of actions or cerisl many are-
then it is necessary to augment it or compose it with other formal languages better suited to the job.

The first subsection presents two expressive capabilities that are needed for requiesigieetxing, and
shows how they are usedhe second subsection comments tbrir presence or absence in several well-known

requirements languages or methods; their absence causes a variety of difficulties.

4.1. Twonecessary expressive capabilities

A sufficiently expressive requirements language must provide for the declaratiofinitk acollection of
"action types." These action types partition all possible actions.

Each action type is either "environment-controlled” or "machine-controltedi¢ating which agent controls,
performs, or takes responsibilityr actions of that typ@.If actions of a type are sometimes environment-controlled
and sometimes machine-controlled, then the type can be divided into two subtypes.

Each action type is also either "shared" or "unsharédit' is shared, then it is part of the real world that is
shared between (belonging to, observable by) both the machine and envirotintéatunshared, then it is private
to the environment and unobservable by the machine.

Obviously an action cannot be both machine-controlled and unsh@héslleaves three possible combined
action categories: environment-controlled/unshared, environment-controlled/sharethcnride-controlled/shared.

A requirements language must be able to express which category eachyastitelongs to.The importance of

this information should be self-evideritheimplemented machine must perform the machine-controlled actions and
not the environment-controlled oneShe implemented machine can observe and make use of its knowledge of the
shared actions, while the unshared actions are beyond its reach.

The second necessary expressive capability is the full ability to cbatgraints on actions in all three

categories. Theequirements engineer should be able to make assertions about all iadtiotisthe indicative and

3The term "machine-controlled" may seem to indicate a departure from the principlegihiaéments say nothing about the machine, but the

lapse is only terminologicalWe would prefer to use "active" (actively controlled by the environment) and "passive" (passively done to the
environment), where a passive action must be machine-controlled because it is not performed by the environment, and there is no other relevant
agent to perform it.The "active/passive" terminology is properly centered on the environment, but unfortunately the noédinésg words is

much harder to remember.
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optative moods.If akind of property can be expressed about actions in one category, then it should be possible to
state the same property of actions in other categories.

To show why the second expressive capability is necessaryyisteto give examples of almost all the
possibilities suggested abovén some formalismshowever, it can be difficult to separate different kinds of
properties, and difficult to determine exactly which actions are constrained by a prdperfgr the purpose of
giving illustrative examples, we shall use a formal language in which both of these are straightforward.

Buchi automata are equivaleint expressive power to linear-time temporal loglo. linear-time temporal
logic any property cambe expressed as a combination of safety and liveness properties [Alpern & Schneider 87].
Safety properties can be paraphrased as "somethéiolg must not happen” and liveness properties can be
paraphrased as "something good must happen.”

Alpern and Schneider show that the structure of a Buchi automeweals whether it expresses a "pure”
safety property, a "pure” liveness property, or a combinatidgheofwo. A nontrivial safety property is specified by
an automaton with no nonaccepting stalbes,with at least one state having no out-transition on at least one action
type in its vocabulary.lt asserts thain a state with missing out-transitions, actions of the missing types do not
occur. In other words, it constrains certain action tygms prohibiting their occurrence in certain states.
nontrivial liveness propertys specified by an automaton with no missing out-transitions, but with at least one
nonaccepting statdt asserts that, whenever a nonaccepting state is reached, actioev@mtisally occur to cause
a transition to an accepting stati® other words, it constrains certain action types by requiring them to occur in
certain states.

We shall nowdiscuss two software-development projects and many of their relevant propiltigtof these
properties are formalized as Buchitomata, which shows whether they are safety or liveness properties, and which
action types they constraifl.heproperties are paraphrased briefly and classified in Table 1.

First consider a real-world environment consisting of a gate, a physical turnstile guarding thegats|da,
and the customers who wish to enter the gdiliee desiredmachine is a computer-based controller for the gate
complex.

There are five important action types in the gate comphexpay action occurs whenever a customer puts

enough money in the coin slot to be allowed to enter the dagrishaction occurs whenever a customer pushes the



13

turnstile and thereby starts it movingn enteraction occurs whenever a customer pushes the turnstile thtmitgh
home position, thus entering tlgate. Thesethree action types are environment-controlled; pays and pushes are
shared with the machine, while enters are rintaddition, thereare machine-controlletbck and unlock actions.

Five properties of interest are specified formally in Figure 1.

push
Gl G2
enter
unlock
G3 G4
ush
lock P
lock,
unlock
pay pay pay

# pays =
# enters
+1

# pays =
# enters
+2

# pays =
# enters

G5

enter enter enter

Figure 1. Someproperties of the gate complex.

G1 is an indicative safety property, expressed in terms of the actionpgypkeand enter It says that the

turnstile is constructed so that pushes and enters alternate strictly, beginning with &ipasiboth enters and
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pushes are constraingdl appears in two different places in Table 1, one reflecting the fact that it constrains enters
(environment-controlled, unshared actions) and one reflecting the facit tbanstrains pushes (environment-
controlled, shared actions).

To eliminate the possibility that a customer pushes the turastdethen stops without entering the gate, the
turnstile is also constructed with a hydraulic mechanism so that a push always leadster.ahhis indicative
property (G2) is a liveness constraintenteractions?

The manufacturers of thirnstile hardware have designed it under the assumption that the controller will
perform lock andunlock actions in a strictly alternating sequen@&ecauseof this fault-intolerant design, an
improperly controlled turnstile may breadgter an undocumented state, or enter a randomly chosenTiatenly
way to avoid problems is to ensure that (G3) lock and unlock actions alternate stsitlg,hardware expects them
to do. This safety constraint on locks and unlocks is optative because these actions are just electronic signals
emitted by the machine, and nothing in the environment imposes any order on them.

As long as the alternation of locks and unlocks is maintained, after a lock action, the tigfmthed and
remains locked until the next unlock actiofhe turnstile is designed so that whenever it is locked, push actions
cannot occur (G4)Thisis an indicative safety constraint on pustiions, and it is the main property that enables
the turnstile to do its job of guarding the gate.

The most important requirement on the gate complex is that people are forced to pay for the pfivilege
entering. Forcinghe alternation of enters and pays would be too restrictive, however, bedaasber should be
able to pay at once for a whole classful of studeartd,then lead them in without interruptiofibhe correct property
is that the accumulatatumber of enters never exceeds the accumulated number of gagss a safety constraint
on enter actions (G5).

For another set of examples, consider a lift (environment) and its controller (machiadjft environment
has a number afesignated action types and properti®smeof the properties are formalized as Buchi automata in
Figure 2.

A begin-group-waiting[floor,direction] action occurs when the first person approaches the lifiheat

“By itself, G2 appears to be a liveness constraint on both enters and pushes. When G1 is also considered, howévat teesdg legal exit
from the nonaccepting state in G2 is an enter.
® Lift action types are more complex. They have arguments or attributes, shown in brackets.
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begin-group-waiting

begin-group-waiting

L1 L2
end-group-waiting end-group-waiting
end-group- begin-group-
waiting waiting
begin-group-
iting, end
oup-waiting
begin-group-waiting motor-on
L3 L4
request motor-off
begin- motor-of
request group- motor-up, motor-on
waiting motor-down

Figure 2. Someproperties ofthe lift complex. Eachdiagram represents a set of distinct automata, one for each
distinct value offloor,direction].

indicated floor, with the intention dfaveling in the indicated directior’First" means that no previously arrived
person is waiting at that floor for travel in that directidxn end-group-waiting[floor,directionfction occursvhen
the members of a waiting group (all at geme floor, intending to travel in the same direction) enter theBldth
these actions are environment-controlled and unshdtdd.easy tcsee that, by their naturbegin-group-waiting
andend-group-waitingnust alternate (L1).

The primary lift requirement is that (L2) eabtlegin-group-waitingaction leads to a correspondiegd-
group-waitingaction. Notethat L1 and L2 are syntactically similar to G1 and G2, but G2 is indicative L2 is
optative. GZ4s enforced by the turnstile hardware, while L2 can only be enforced by an effective lift controller.

A request[floor,direction]action occurs when a waiting person pushes the indicated request [Retause
we cannot expect the lift to seraggroup without knowing that it is waiting, we must assume about the environment

that (L3) abegin-group-waitingaction leads to a correspondinggquestaction. Thisis an indicative liveness
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constraint on requestdNote that requests antbegin-group-waitingactions need not alternaté&or example, an
impatient person might push the button more than once.

Among the action types controlled by the machinenaotor-on, motor-off, motor-up, motor-down, request-
light-on[floor,direction], and request-light-off[floor,direction] where the last tweoontrol up/down indicator lights
at each floor. The motor may break if theontroller attempts to change its direction while it is running, in which
case there must be aptative safety constraint that (L4) motor-ups and motor-downs do not occur while the motor
is on. Thisis similar in purpose to G3.

The remaining lift properties are netorth formalizing as Buchi automata, either because they are too
repetitive ortoo complex. The previous examples should be sufficient to show what phrases such as "do not occur”
and "leads to" mean in the brief paraphrases of these properties found in Table 1.

Note from L4 that motor-ons and motor-offs need altérnate—extra commands are simply ignored by the
motor. Ina totally different situation, a motor-up actioould actually be designated as an action of changing the
motor direction from down tap (and similarly, from up to down for the motor-down actidm)this situation there
is an indicative constraint that (L&)otor-ups and motor-downs alternates is indicative because, given the real-
world meanings of motor-up andotor-down, no other behavior is possibligou cannot change a direction from
down to up when thdirection is already upComparethis to G3, which is optative because there is nothing in the
environment preventing two consecutieek signals (it is just that we will be sorry if the machine performs two
consecutive locks and thus breaks the turnstile).

One of the simpler lift requirements is that (L6)yemuest action leads to a corresponding request-light-on
action.

An arrive[floor] action occurs when the lift arrives at the indicated floor (arrival at a floor does not necessarily
mean that the lift stops thereprrive actions are sharedith the machine by means of sensofsar efficient lift
scheduling, there might be a requirement that (L7) foolish arrive actionstdaccur, where "foolish" means that
they do not satisfy or move toward satisfying any outstanding request.

Further properties athe gate complex (G6,G7) and lift environment (L8) will be added in the next section.
By the time we have finished withese examples, all of the spaces in Table 1 will have sample entries except the

space for indicative liveness constraints on machine-controlled actidtimugh we have no examples of these
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particular constraints and believe they do not occur, the general point of the table is established without them.
Any specification method will provide for optative constraiotsmachine-controlled actions (the lower-right
corner of Figure 1pecause they describe what the machine mustBidd.optative constraints on environment-
controlled actions (the upper-right corngfr Table 1) are also important because many of the true requirements
reside there, and are enforced only indirectly by machine actiod&ativeproperties (the left halff Table 1) are
often the intermediaries through which machine actions enforce optative constraints in the envirdrireset.

topics are explored further in Section 5.

O [ indicative statement a optativestatement O
0 il (assumption, domain knowledge) U (requirement) O
0 constrained m (G2 push 0 (Gl)Pushesmand 7 (G5)Entersdo [ (L2)A begin- S
[ action is [ leadsto an U entersalternate. 0 nobutnumber O group-waiting O
O environment- [ enter. 0 (L1) Begin- O pays. 0 [floor,direction] O
U controlled, (0 E group-waiting O E action leadsto U
E unshared (unob—% 0 [floor,direction] E O anend-group E
] servable by il O alternatesvith 0 O waiting[floor, 0
00 machine) m U end-group-waiting U directionhction. [
O [ E [floor,direction]. d E O
Hconstrained % (L3nbegin- E (G1) Pushesand H (L7)Foolish E (L8) Group g
[ action is [ group-waiting O enterslternate. n arrive[floor] O waiting at a 0
O environment- m [floor,direction] O (G4) When the 0O actionsdo not O floor leads to O
U controlled, [ actiodeads to U turnstileis locked, O occur. U ararrive d
U shared (jointly ™ arequest[floor, g pushedo not O g [floor] action. O
Eobservable) E direction] action. [ occur. E 0 B
0 constrained o O (L5Motor-ups 0 (G3)Locksand O (L6)Arequest [
O action is Il U andmotor-downs O unlocks 0 [floor,direction] O
U machine- (0 E alternate. U alternate. E actionleadsto U
gcontrolled, % 0 g (L4)When the [ arequest-light- g
] shared (jointly O ] motoris on, O on[floor, 0
[ observable) m O 0 motor-upsand O direction] action.
0 m O 0 motor-downs U (G6)Locksand O
O il E U do not occur. E unlocksoccur O
g % 0 g (G7)Locksand [ wherappropriate. g
0 m 0  unlocksdo not [ 0
0 m O [0 occur when O 0
O 0 E H inappropriate. E O
H 0 liveness A safetproperty a liveness E
Table 1

4.2. Examplesf control issues

A Z specification [Spivey 92] is organized in terms of operations that affect the specificationTétateis
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no formal notion of control.SomeZ specifications include operations controlled by divergents, for example
Spivey’s real-time kernel [Spivey 90Bincethere is no way to say which agent controls which operaftiom a
formal perspective such specifications are as bizarre as Lamport’'s example of thqtispentaneously initiates its
own put and get actions [Lamport 89].

More commonly, users of Z assume that the specification state is the machine sth#t gredoperations are
the interface between the machine and its environm®perationsare always initiated by the environment, and
have "input" and "output" variables for conveying information across the machine/environment interface.

The computed precondition afZ operation gives the circumstances under which it can be invoked safely (the
operation can be carrieslit and all state invariants can be preserfeéfe trouble with the common usage of Z
outlined above is that there is no mechanism for recording constraimtsatrthe environment can and cannot do.
In particular, there is no way of answering the all-importargstion, "What properties of the environment justify
ignoring the possibility that an operation is initiated when its precondition is not satisfied?"

The Software Cost ReductiofBCR) method [Heitmeyer et al. 95a, Heitmeyer et al. 95b] emphasizes
constraints orthe machine, and has limited capabilities for constraining the envirodniémse limitations can
cause gaps or anomalies.

The problem is illustrated by an SCR specification of a real-time railroad crossing system&[Adkenon
93]. Theenvironmenis described in terms of boolean variables sucfrais (which is true when a train is close to
the crossing) andrainXing (which is true when the train is actually going throughl crossing).Within some
versions of the SCR method it is possible to say that thesgasables cannot be true at the same time, but in no
version is it possible to say that wherain becomes true, it stays true for at least 300 seconds.

As a result of this deficiency, Atlee and Gannon specify this crucial informatioa constraint orthe
machine Thespecified machine is in mod®C whenTrain is true, and in mod€rossingwhenTrainXingis true.

The machine specification states that a mode transition B@no Crossingoccurs if and only ifTrainXing
becomes true and the machine has been in Gder at least 300 seconds.

This is a dangerous specification if takiterally. The BC and Crossingmodes provide the gate-control

6Again, this is only the most common interpretation, and others are possible [Jackson 96].

"The recent version of the A-7 method [Parnas & Madey 95, van Schouwen et at. 92] and the SCR method have common roots in the early
version of the A-7 method [Heninger 80, Parnas & Clements 86], but the two have now diverged and are quitevilifeespect to the issues
discussed in this paper.
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algorithm with itsinformation on the location of the traitf a train is faster than expected, then these modes will
become decoupled from the train location they are supposed to reflect.

In CSP [Hoare 85], theoncept of "shared actions" conflates two concepts that we have kept separate: control
and joint observability. Section 5 will show that these two concepts pldifferent roles in refinement of
requirements, so that there is practical value in distinguishing them.

Suppose thaan environment and a machine are represented formally as two concurrent processes in CSP.
Consider the problem of recovering from this representation which action types fall into which tbfehe
categories. lis easy enough to recover whiabtions are jointly observable by the two processes ("shared” in our
sense) and which are private to the environment process, because that is a syntactic property.

Recovering the control information is hardéor each jointlyobservable action type and each process, there
are exactly two possibilities: the process sometimes refuses to participate in actions of that type, or the process never
refuses to participate in actionstbit type. If one process sometimes refuses an action type and the other process
never refuses it, then actions thfat type are controlled by the sometimes-refusing procksboth processes
sometimes refuse an action type, then actions of that type are jointly contmlhédh we believe is a
misrepresentation in essentially all real situatioifidoth processeasever refuse an action type, then it is impossible
to tell which process controls it(Pay actions in the turnstile system are like thihey are controlled by the
environment, but in the environment as described they can occur at any time.)

Thus CSP is almost expressive enough in ternt®ofrol of actions, but it might be confusing/henCSP is
used for requirements, engineers would do well to augment it with a more explicit statement of their intentions.

Naturally, there are many good examples as aglbad onesLamport’s method [Lamport 89] has precise
identification and flexiblereatment of all shared actions, but no unshared actibnsrecent A-7 method uses a
state-oriented formalism; it has precidentification and flexible treatment of all shared state components, but no
unshared state componen#&gent formalisms [Dardenne et al. 93, Dubois et al. 93, Feather 87, Feather et al. 91,
Jeremaes et al. 86, Johnson 88] have all the recommended expcagsibiities. Eachagent has specific actions
that it can perform.Typically some agents represette environment while some represent the machine, and
environment agentare not limited to those that interact directly with the machih¢he agent formalism is also a

deontic logic [Jeremaes et al. 86], then permissions and obligations are like safety and livenessample-it
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must be possible to assert them in both the indicative and optative moods.

5.  Therole of domain knowledge

A requirement isan optative propertylLet R be the set of requirements for a software-development project,
i.e., the set of optative properties whose satisfaction will fully satisfy the customer.

A specification is also an optative property, but one that must be impleméhthbteS be the set of
specifications for a software-developmembject. S can be given to a software-development team, which can
implement it successfully without recourtgeany additional informationS must be such that an implementation of
it, connected to the environment, ensures that all the propertearefsatisfied.

The gapbetween requirements and specifications has long been recogtzedrocess of bridging this gap
is often referred to as refinement of requirements, almalogy with specification or program refinement.
Specification refinement is concerned with removing the features of a specification that exequiéble by the
target implementation platforrand replacing them with features that are executable on that platRequirements
refinement is concerned with identifyirthe aspects of a requirement that cannot be guaranteed or effected by a
computer alone, and augmenting or replacing them until they are fully implementable.

It has alsolong been recognized that domain knowledge (or domain modeling, assumptions about the
environment, etc.) should play an important role in requirements engindauintpere is uncertainty about what it
is for. Becausehere is uncertainty about what it is for, there is also uncertainty &lbauimuch of it to gather
[Iscoe et al. 91].

The primary role of domain knowledge is to bridge the tapween requirements and specifications.
Requirements that are not specifications are always converted into specifications with the help of domain
knowledge. LeK be the relevant domain knowledge, i.e., the set of relevant indiqgatperties. ThenS andK
together must be sufficient to guarantee that the requirements are satisfied:

SSKAR

It is important to note that a precise characterizaticthe difference between specifications and requirements

8We are discussing implementability in principld. specification that is implementable in principle maot be implementable in practice, for
instance because all of the available computers are too slow.
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depends on precidecation of the interface between the machine and environment, i.e., on knowing what the shared

actions are.Many papers in requirements engineering are concerned with the flexibitie afachine/environment

boundary [Dardenne et al. 93, Dobson et al. 94, Fe&theFeather et al. 91, Feather 94, Mostow 83, Swartout &

Balzer 82]. Thuswe are characterizing the possible results of their explorations, not the explorations themselves.
Some requirements aadready implementable, so they can be copied directly RamnS. Requirementshat

are not implementable fail to be so for three general reastfesshall discuss these reasonstlie next three

subsections, followed by a subsection of comparisons to related ideas.

5.1. Environmentonstraint

Some requirements are not directly implementable because the only way to satisfy them is to constrain an
action that is controlled by trenvironment.As an example of a requirement with environment constraint, there is a
requirement on the gate complex that (G5) enters do not outhumberTpeBuchi automatorin Figure 1 makes it
clear that this is a constraint enteractions, which are controlled by the environment.

To satisfy this requirement, we neselveral pieces of domain knowledge. It is important that (G1) pushes and
enters alternate, so that enters can be prevented by preventing plisiseBnportant that (G4) whenever the
turnstile is locked, pushes cannot occlihe effects of lock and unlock actions are also importa@tause they are
used to put the turnstile into a locked steftnally, we also need domain knowledge giving usveer bound on the
elapsed time betwedwo consecutive pushes (because if pushes can follow each other arbitrarily closely, then the
machine must be infinitely fast).

The resultant specification [Jackson & Zave 95] consists of properties constrainindosk@md unlock
actions musiand must not occur (these properties are summarized as G6 and G7 in TalikesBappropriate
actions keep the turnstile locked at the right times, because of the indicative properties, to satisfy G5.

The lift requirement L2 must be refined to sevethler requirements, including (L8) group waiting at a floor
leads to anarrive[floor] action. L8is not a specification because arrive actions eareironment-controlled.
Satisfaction of this requirement relies tie domain knowledge that certain motor states will cause the lift to move,
and on specification of machine actions that control the motor state appropriately.

To summarize, requirements that constrain the environment cannot be satisfied by a machine acting alone.
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Such requirements are always satisfied by coordinating specifications with domain knovAedgglirementvith
environment constraint should always be verified by a demonstration or proof that specified properties, conjoined
with domain knowledge, guarantee the satisfaction of the requirement.
In this context, Buchi automata are an easy notation to understand because they makehiatiezetions
are constrainedThusit is always possible to determine syntactically whethexquirement is a specification or not,
and to refine it (if the environment allows) to a property thatbigously a specificationFor example, in Figure 3
the requirement R constrains b@t(an environment-controlled action type) amd (a machine-controlled action
type). Providedhat the domaiknowledge K holds, then R can be satisfied by the specification S, which clearly

constrains only the machine.

ec ec
R K
mc me mc
ec
S
mc

Figure 3. An easy example of refinement.

Unfortunately, in other formalisms it may not be so clear what is being consttirsetequirementin these
situations it may be more difficult to determine when the requiremgmase is over, or to be sure that the

specification alone contains everything that the implementors need.

5.2. Unsharednformation

Some requirements are not directly implementable because they are stated in tamstead phenomena.

In the banking environment (Section 3.2), tatample, there is a requirement (a withdrawal request leads to a
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withdrawal payout, providethat the requested amount does not exceed the current balance) stated in terms of the
account balanceThe only shared phenomena in this example are the action dgpesit, withdrawal-requesand
withdrawal-payout Sincethe balancestate component (a legal debt) exists in the environment and is not shared
with the machine, the machine cannot directly implement this requirement.

Requirements with unshared information ezéned using domain knowledge relating unshared information
to shared informationFor example, the banking requirement ¢mnrefined using the indicative property also given
in Section 3.2which states an equivalence between the balance and an expressiepositand withdrawal-
payoutactions. Thefollowing is a version of the requirement with the balance replaceits lBquivalent action
expression. lts implementable (it uses nothing but shared phenomena), and is therefore a specification.

(O a,m,pOwithdrawal-request(a,m)l ends(a,p)Im <

((+m O(Ca O: deposit(a,m)] earlier(a,p)): m) - (+m O(Ca O: withdrawal-payout(a,m)] earlier(a,p)): m)):

(O’ O: withdrawal-payout(a’,m)Iearlier(a,a’)) )

In the presence of the indicative equivalence between the balance and the action expression, it can be gireved that
above property satisfies the original requirement.

Another wayto achieve the same effect would be to define a new égpacted-balancas the sum of the
amounts of all previous depositsjnus the sum of the amounts of all previous withdrawal paydugsrequirement
referring tobalanceis rewritten ageferring toexpected-balancehen the rewritten form is a specificatiom the
presence of the definition @&xpected-balancet is directly implementableln the presence of information about
balance it provably satisfies the original requirement.

As another example afnshared information, the requirement (L8) that the lift must arrive at a floor where
people are waiting for it is not implementabldow can the machine know that people are waiting?

Request and arrive actions are shared withntehine. Thereis already domain knowledge that (L3) the
beginning of groupwaiting leads to a request actio®therindicative statements must say that people continue to
wait until the lift arrives at their floor going in their direction, at which point they enter thandtend group
waiting. Fromthese assumptions about human behavior, and the occurrences of requestivalsd the lift
controller can compute where people are presumed to be waiting for the lift.

In the warehouse example (Sect®@), if requirements are stated in termgjoéntity-in-bin designated as

the quantity actually present in the warehouse bin, then refinement igossible. We know thatexpected-
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guantity-in-binis not the same aguantity-in-bin and there are no shared phenomena from wthiehmachine can
compute the actugjuantity-in-bin
This problem must be solved lehanging and elaborating the requiremersobablythe requirements will
be stated in terms @xpected-quantity-in-bjrwhich is a defined term representing the best implementable estimate
of quantity-in-bin. There will probably be extra requirements for shipping failure (when a binrfeagectedly run
dry) and for periodic stock inventories to redube difference betweeguantity-in-binand expected-quantity-in-
bin. expected-quantity-in-bimill be defined in termof shared, designated actions includstgp, receiveand
inventory adjustments.
Turski has pointed out that real time often appeaspétifications because of unshared information [Turksi
88]. If the beginningf a physical process is a shared action and the ending of the process is not, then the machine

can estimate the ending time from a description of the physical process including elapsed time.

5.3 Futurereference

Some requirements are not directly implementai#eause they are stated in terms of the futirer
example, consider thezeness requirement in a switching environment that, whenever the telephone user has dialed
the last digit, eventually &onnect-to-ringbackor connect-to-busyton@r connect-to-errortoneaction occurs.
Restated, the tone must be produced whelige has been dialed and no additional digits will be dialed in the
future.

Like requirements witlunshared information, requirements with future reference are satisfied with the help of
domain knowledge, in this case relatithg future to the pastThe switching requirement can be satisfied using an
approximate kind of domain knowledg#:the user is going tdial another digit, he will almost always do so within
four seconds of the last digit.

The resulting specification says that the system masgiond after a dialed digit followed by a four-second
silence. Thesilence enables the machine to distinguish the final digit from nordima$, and thus satisfy the

original requirement.

5.4. Otherviews of requirements refinement
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Some of these ideas have appeared in the literature befargaiety of forms.Johnson’sefinements called
"defining capabilities"and "removing the perfect knowledge assumption” [Johnson 88] are addressing essentially
the same gaps as environment constraint and unshared informeatipactively, but they are described in very
different terms, and withouthe special emphasis on domain knowledd&ostow’s "operationalization" goals
IsAchievableand IsEvaluableare also similar in purpose [Mostow 83ut Mostow’'s work focuses oautomated
problem-solving, and thusssumes-if applied to requirements engineernthat the environment is as malleable as
the machine.

A recent trend in the study of requirements refinement is empbasiarious agents within the environment
[Feather et al. 91, Dardenne et al. 9B]is recognized that these agents often cooperate with the machine and with
each other to satisfy unrefined requirements.

Agent-centered refinement is a special case of refinement as we have characteAzddstriptionof an
agent inthe environment is indeed domain knowledge, but not all domain knowledge takes the form of agent
descriptions. Somdomain knowledge simply captures static relationships in the environment.

For example, "indirect access" igequirements refinement in which the machine needs some information it
does not have direct access to; an agent in the environment gets it and communicates it to the machine [Feather et al.
91]. Thisis the only strategy mentioned by Feather efioaldealing with unshared information, but there are others.

In the lift examplethe machine needs to know where people are waittrdpes not obtain this information through
the intercession of another agemather,it computes it from a known, fixed relationship between past shared
actions (requests and floor arrivals) and the behavior of groups of people waiting for the lift to arrive.

"Soft" requirements as discussed by Yu et al. [Yu et al. 95] are "soft" for two reasonsndayhég vague and

imprecise, suclas requirements that a system be "secure,” "reliable," or "easy tolrs#.they are precise enough
to be formalized, our description of refinement is not relet@titem. Requirementsre also characterized as "soft"

if the domain knowledge that supports threatisfaction is not absolutely reliablEor example, the lift requirement
that a waiting group is eventually served (L2) is satisfiable pbhethause (L3) someone in the waiting group pushes
the requesbutton. But L3 is a highly probablassumptiomather than an unalterable fa¢h those rare cases where

the assumption is not true, the requirement will not be satisfied, even if the lift controller is perfect.

In contrast to the requirements refinements discussed above, indamain knowledge is invoked to bridge
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the gap from a requirement to a specification, soeagirements transformations are equivalence-preservdingy
restructure the available information, often for the purpose of deriviag@eptable specification, without adding to

it. Sincethe notion of an "acceptable" specification depends on the expressive poweicbhbdba specification
language, categorization of these transformations as requirements refin@nesgscification refinements is
somewhat subjectiveFor example, unfolding of invariants and finite differencing have been usesjagements
refinements by Feather [Feather 94], but they also used as specification refinements by several authors cited by

Feather.

6. Fourcorners mark a foundation

So far this paper has focused on four miscellaneous problems of requiremeimsering, and suggested
improved ways of understandirgy managing themBut the problems are relatedheir solutions fit together to
define and regulate some of the primary concepts of requirements enginddragesults are summarized in this

section.

6.1. Terminologynd Applicability

Here are brief definitions of the major terms we have used:
Theenvironments the portion of the real world relevant to the software-development project.

Themachineis a computer-based machine that will be constructec¢amaected to the environment, as
a result of the software-development project.

A designationis an informal description of theneaning of an atomic formal term referring to the
environment.

A definitionis a formal description of an atomic term, using other defined or designated terms.

A statement (assertion, property) in timelicative mooddescribes the environment as it would be
without or in spite of the machine.

A statement (assertion, property) in thgative moodlescribes the environment as we would like
be because of the machine.

A sharedaction is an action in the environment in which the machine also participates.
An unsharedaction is an action in the environment in which the machine does not participate.

An environment-controllediction is an action in thenvironment that is controlled, performed, or
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initiated by the environment.

A machine-controlledaction is an action in the environment that is not controlpEiformed, or
initiated by the environmentThe intention is that such an action will be controlled by the machine
when it is connected to the environment.

A requirementis an optative property, intended é@press the desires of the customer concerning the
software-development project.

A statement of domain knowledge domain assumptiofs an indicative property intended to be
relevant to the software-development project.

A specifications an optative propertyntended to be directly implementable and to support satisfaction
of the requirements.

This terminology applies to all software-development projects, although projects differ in emphasis and some
projects require imaginative application of the above definitidriee point is thatrequirements, specifications, and
domain knowledge always have the same relationship to each other.

For one example, if the proposed machine is automatiogrently existing manual system, then the focus is
on the environment as it will be in thature (when the machine is installed), not as it is ndle indicative
properties are those that will be enforced by ¢heironment, including new manual operating proceduiidse
optative properties are those that will be enforced by the machine; they might be thesshm@roperties of the
replaced manual system, but some changes are likely.

For another exampléf, the proposed machine is an augmentation of an existing ("legacy") machine, then the
environment of thigarticular development project includes the legacy machiie indicative properties are the
properties that currently hold of the systenaage (including both its manual and automated parts), and the optative
properties are the desired new properties of the environment.

For a final example, if the proposed machine is a newsable procedure, then the environment of this
particular development projeés nothing more than the procedure interfadde indicative properties are the
guaranteed constraints on the procedure inpLitg only optative property (a specification as well as a requirement,

since it is directly implementable) is the desired function from inputs to outputs.

6.2. Notation

Formal representations used in requirements engineering should obeyoileseles. If a requirements

language is insufficient in this regard, its users should be able to augment or supplement it as necessary.
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(1) Each atomic term must be designated or definBas means that everything said said about the
environment, since all atomic terms are grounded in the environment.
(2) Table 2 characterizes aklevant actions of the environmeriEach action type must be identified as

belonging to exactly one of the categories in Table 2.

0 [ environment-controlled 0 machine-controlled!

Eshared ﬂﬁ X E X S

g unshared i X A A
Table 2

(3) Whenever necessary to express relevant properties eftfit®nment, actions in all three categories must
be constrained.

(4) Each property or assertion must be identified as a requirement, statement of domain knawledge,
specification.

For clarity and brevity, we have phrased all of our arguments in terms of action-based notétiweser,
the concepts apply just agll to state-based notations as to action-based notatWbhena state-based notation is
being used, "action" is just another name for a state change [Abadi & Lamport 93].

In a state-based notation, the interface between the machine and environreprésented as shared state
components, i.e., componenthose values are accessible to both machine and environ&kemichine-controlled
(shared) component is one whose vakiehanged only by an action of the machida environment-controlled
component is one whose value is changed dmlyan action of the environmentEnvironment-controlled
components can be shared or unshared, i.e., inaccessithle machine.The simplest state-based formulation of
Rules 2 and 3 demands that all state compormEntdentified as belonging to one of the three categories, and that
state components be able to appear equally freely in assertions no matter which category they belong to.

Unfortunately, somestate components may be changed by both the machine and the envirowhent.
these "mixed" components are present, it appears necessary to intesghlicé actions, so that the machine-
controlled and environment-controlled state changes to the mixed components can be distinguished.

For clarity and brevity, we have also usexamples in which the formal descriptions are collections of
distinct, isolated propertiesHdowever,the concepts apply just as well to executable notations such as Statecharts

[Harel 87] and RSML [Leveson et al. 94].
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The reason is that executable notations and property-oriented notatiowd asedifferent, fundamentally, as
they might seemConsidera large Buchautomator—-one with many states and transitionsmight be used as an
executable specification, just as a Statechaf®®8ML specification might beAt the same time, the results of
Alpern and Schneider show that itdgquivalent to a large number of separate safety ("in Statetions of typeA
cannot occur") and liveness ("in st&ean action of typé or B must eventually occur") properties.

There isno reason whatsoever why an executable notation cannot obey the first three rules; it is only
necessary to ensure this$ states and actions are environment phenomena, and that no category of action is
discriminated against.

There may be a slight problem with distinguishing indicative aptative properties in executable
specifications because, as noted above, many distinct properties are grouped togethaified whole. This
problem can be solved by putting indicative and optative properties in separate modudgsgesgiablishing

conventions for determining which aspects of a single module are meant to be indicative and which optative.

6.3. Completion

If the five following criteria are satisfied, theaquirements engineering, in the strongest sense, is complete.
We are guaranteed that the specification is implementable (at Iga#hdiple) without recourse to any additional
information. Weare also guaranteed thathe specification is implemented as a machine which is subsequently
connected to the environment, then the requirements will be satisfied.

(1) There is a se&R of requirements Eachmember oR has been validated (checkieformally) as acceptable
to the customer, ang as a whole has been validated as expressing all the customer’s desires with refgect to
software-development project.

(2) There is a seK of statement®f domain knowledge Eachmember ofK has been validated (checked
informally) as true of the environment.

(3) There is a s&b of specifications.The members o5 do not constrain the environment, they are not stated
in terms of any unshared actions or state components, and they do not refer to the future.

(4) A proof shows that:

S, K B R
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This proof ensures that an implementatio®ofill satisfy the requirements.

(5) There is a proof th&andK are consistentThis ensureghat the specification is internally consistent and
consistent withthe environment.Note that the two proofs together imply that K,andR are consistent with each
other.

The most commonlynderstood use of verification is to show that an implementation satisfies a specification.
The completion ruleshow that verification also has a role to play in requirements engine&iinsg,.verification is
necessary to establish the satisfaction result.

Second, some consistency checking is supported by verificafios.occurs when there is somedundancy
among the various parts to be shown consistenhatural enough occurrente large specifications, with reuse,
multiple views, etc. In the presence ofedundancy, the statements made during the course of requirements
engineering are not all independent, and some are implied by othgyeoof that some statements imply others

necessarily establishes the consistency of the consequences with the antecedents.
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